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Introduction
Modern network infrastructures have become 
increasingly heterogeneous, consisting of diverse 
node types, variable connection protocols, and 
multi-source data streams. This heterogeneity 
introduces unprecedented complexity in security 
monitoring and threat detection. Traditional 
anomaly detection methods rely on hand-crafted 
features and simple statistical classifiers, which 
fail to capture the intricate patterns characteristic 
of advanced persistent threats and zero-day attacks 
[[1], [2]].

Deep Learning (DL) has emerged as a 
transformative approach to pattern recognition in 
complex domains. Unlike conventional machine 
learning, deep neural networks automatically learn 
hierarchical feature representations from raw data 
without manual engineering. The architecture 
learns at multiple abstraction levels—low-level 
features like edges and textures at initial layers 
progress to high-level semantic concepts at deeper 
layers [[3]].

Motivation and Problem Statement

Current challenges in network anomaly detection 
include:

1. Computational Complexity: Traditional 

ML approaches require exponential growth in 
feature engineering effort

2. High False Positive Rates: Rule-based methods 
generate excessive false alarms

3. Concept Drift: Network behavior evolves over 
time, causing model degradation

4. Scalability Issues: Classical approaches fail on 
datasets exceeding 5 million records

5. Heterogeneous Data Integration: Difficulty 
combining data from disparate network 
sources

Contributions of This Work

This research makes the following key 
contributions:

1.  Advanced Ensemble Architecture: Proposes 
AEDLF combining VGG-19, CNN, ResNet

2.  Nature-Inspired Feature Selection: Imple-
ments and compares 9 bio-inspired algo-
rithms

3. Reinforcement Learning Integration: Intro-
duces Q-learning based adaptive threshold ad-
justment

4. Generative AI Enhancement: Incorporates 
GAN-based data augmentation
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ABSTRACT

Anomaly detection in heterogeneous networks has become critical for modern cybersecurity infrastructure. 
This paper presents an Advanced Ensemble Deep Learning Framework (AEDLF) that integrates 
Convolutional Neural Networks (CNN), VGG-19, ResNet, nature-inspired optimization algorithms, and 
reinforcement learning to achieve superior anomaly detection performance. The framework addresses the 
limitations of traditional machine learning approaches by employing deep feature extraction combined 
with Genetic Algorithms (GA), Particle Swarm Optimization (PSO), and other bio-inspired algorithms 
for intelligent feature selection. We evaluate our approach on three benchmark datasets: KDD Cup 1999 
(small and full variants), and IDS 2018, achieving state-of-the-art results with 99.67% accuracy, 99.56% 
sensitivity, and 99.34% specificity. The proposed AEDLF reduces false positives by 43.9% through optimized 
feature dimensionality reduction and executes inference in 298.45ms. Additionally, we integrate generative 
AI components for adversarial robustness, prompt engineering for explainability, and federated learning 
for privacy-preserving distributed detection. This paper contributes novel insights into multi-modal attack 
detection, including advanced handling of Brute-force, Heartbleed, Botnet, DoS, DDoS, Web attacks, and 
Infiltration variants.
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5. Privacy-Preserving Architecture: Implements 
federated learning

6. Explainability Framework: Develops prompt 
engineering methodology

7. Comprehensive Evaluation: Extensive bench-
marking on three large-scale datasets

Literature Review
Deep Learning in Cybersecurity

Deep learning’s application to cybersecurity 
began with Javaid et al. [[4]], who demonstrated 
that deep autoencoders could achieve 99.3% 
accuracy on the NSL-KDD dataset. VGG-16 
transfer learning achieved 97.2% accuracy on 
network traffic classification when fine-tuned with 
domain-specific data [[5]].

Sharafaldin et al. [[6]] introduced the modern 
IDS 2018 dataset, addressing limitations of KDD 
Cup 1999. IDS 2018 contains 80 million flows 
representing contemporary attack types.

Feature Selection and Optimization

Nature-inspired optimization algorithms provide 
principled approaches to feature selection. Kennedy 
and Eberhart [[7]] introduced Particle Swarm 
Optimization (PSO), achieving 89.2% feature 
selection efficiency. Dorigo and Gambardella 
[[8]] developed Ant Colony Optimization (ACO), 
achieving 84.5% efficiency. Yang [[9]] proposed 
the Firefly Algorithm achieving 88.9% efficiency.

Ensemble Learning Methods

Zhou [[10]] comprehensively reviewed ensemble 
learning, demonstrating that model combinations 
reduce both bias and variance. In security, Li et 
al. [[11]] combined Random Forests, SVM, and 
neural networks, achieving 98.4% accuracy.

Federated Learning for Privacy

McMahan et al. [[12]] pioneered Federated 
Averaging (FedAvg), enabling model training 
across distributed devices without centralizing 
sensitive data.

Proposed Methodology
System Architecture

The Advanced Ensemble Deep Learning 
Framework (AEDLF) comprises four major 
components:

Component 1: Data Preprocessing & Feature 
Engineering

Normalization using Min-Max scaling to [0,1] •	
range

Categorical variables via one-hot encoding•	

Nature-inspired feature selection reducing •	
dimensionality from 41 to 24 features

Class balancing using stratified sampling•	

Component 2: Multi-Model Deep Learning 
Architecture

Parallel CNN pipeline with progressive •	
pooling

VGG-19 transfer learning pathway•	

ResNet skip connections for gradient flow•	

Ensemble voting with weighted averaging•	

Component 3: Optimization & Adaptation

Reinforcement learning based threshold •	
calibration

GAN-based synthetic minority oversampling•	

Federated learning for distributed deployment•	

Prompt engineering for model interpretability•	

Component 4: Evaluation & Deployment

Multi-metric performance assessment•	

Confusion matrix analysis per attack type•	

Cloud security integration•	

Real-time inference pipeline•	

Deep Learning Architecture Details

CNN Feature Extraction

The Convolutional Neural Network operates 
on vectorized network traffic features. The 
convolution operation is defined as:

Where  represents the output of the n-th sample 
at the j-th filter of layer i,  denotes the weight, 
and  is the bias term.

The max-pooling operation reduces spatial 
dimensions:

VGG-19 Transfer Learning

VGG-19 comprises 16 convolutional layers, 
3 fully connected layers, and 5 max-pooling 
operations. Transfer learning leverages ImageNet 
pre-trained weights:

With  balancing task-specific learning.

Residual Connections (ResNet)

ResNet addresses the vanishing gradient problem 
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through skip connections:

Ensemble Voting

The final prediction combines three models 
through weighted majority voting:

Weights are optimized: 

Nature-Inspired Feature Selection

Nine bio-inspired algorithms are evaluated for 
dimensionality reduction:

Genetic Algorithm (GA)

GA simulates natural evolution with fitness 
function:

Result: 87.3% selection efficiency, 22 features 
selected, 46.3% dimensionality reduction

Particle Swarm Optimization (PSO)

PSO models flocking behavior with velocity 
updates:

Result: 89.2% selection efficiency, 23 features 
selected, 43.9% dimensionality reduction

Ant Colony Optimization (ACO)

Feature selection probability:

Result: 84.5% selection efficiency, 20 features 
selected

Simulated Annealing (SA)

SA probabilistically accepts inferior solutions:

Result: 82.1% selection efficiency, 19 features 
selected

Harmony Search (HS)

Memory stores best solutions; new solutions via:

Result: 85.7% selection efficiency, 21 features 
selected

Firefly Algorithm (FA)

Fireflies move toward brighter neighbors:

Result: 88.9% selection efficiency, 23 features 
selected

Cuckoo Search (CS)

Solutions generate via:

Result: 91.2% selection efficiency, 24 features 
selected (OPTIMAL)

Bat Algorithm (BA)

Frequency and velocity updates:

Result: 90.1% selection efficiency, 24 features 
selected

Bee Colony Optimization (BCO)

Bee waggle dance communication with 
exploitation probability:

Result: 86.4% selection efficiency, 22 features 
selected

Summary: Cuckoo Search achieved optimal 
91.2% efficiency, reducing features from 41 to 24 
(43.9% reduction).

Reinforcement Learning for Adaptive 
Thresholds

Q-learning dynamically adjusts classification 
thresholds based on real-time feedback:

 
Action space: threshold  
Reward function: +10 for TP increase without FP 
increase, -10 for missed attacks

Learning rate , discount factor .

Result: Threshold optimized to 0.68, improving F1-
score from 0.967 to 0.978 (1.1% improvement)

Generative AI for Data Augmentation

GANs address class imbalance:

Generator: 24 inputs → 64 neurons (ReLU) → 
128 neurons (ReLU) → 24 outputs (Sigmoid) 
Discriminator: 24 inputs → 128 neurons (ReLU) 
→ 64 neurons (ReLU) → 1 output (Sigmoid)

Result: Generated 15,000 synthetic minority 
samples, improving minority class recall from 
91.3% to 96.8%
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Prompt Engineering for Explainability

Structured prompt framework for AI model 
interpretation:

System Prompt: “You are an expert network 
security analyst. Given model predictions and 
feature attributions, provide explanations of 
anomalous network behavior in accessible 
technical language.”

User Prompt Template: “[Model Output]: 
Predicted attack=DDoS, confidence=0.976. [Top 
Features]: packet_rate=+0.34, source_entropy=-
0.29, duration=+0.21. Explain why this traffic is 
classified as DDoS.”

Results: 94.2% expert agreement on explanations 
with 0.8-second generation time.

Federated Learning for Privacy-Preserving 
Detection

Organizations train local models without sharing 
raw traffic logs:

Local update at site :

Global aggregation:

Results (5 federated sites):

Centralized accuracy: 99.34%•	

Federated accuracy: 99.18% (0.16% •	
degradation)

No individual flow data tra•	 nsmitted

Datasets and Experimental Setup
Dataset Description

KDD Cup 1999 Dataset

KDD Cup dataset contains simulated network 
connections over 9 weeks with 41 features.

Basic Features: Duration, Protocol_type, Service, 
Src_bytes, Dst_bytes

Content Features: Land, Wrong_fragment, Urgent 
Time-based Features: Count, Srv_count, Serror_
rate, Srv_serror_rate

Dataset Statistics:
Training set: 4,898,431 records (Small variant: •	
494,021)
Test set: 311,029 records•	

Imbalance ratio: 78% normal, 22% attack•	

Attack types: 22 variants in 4 categories•	

IDS 2018 Dataset
Modern dataset from Canadian Institute for 
Cybersecurity addressing KDD Cup limitations.
Dataset Statistics:

Total flows: 80,000,000•	

Features: 80 network flow features (24 after •	
reduction)
Attack types: Brute-force, Heartbleed, Botnet, •	
DoS, DDoS, Web attacks, Infiltration
Class distribution: 83% normal, 17% attacks•	

Training set: 60,000,000 flows•	

Test set: 20,000,000 flows•	

Hybrid Dataset
Combined KDD Cup features with IDS 2018 
attack labels.
Dataset Statistics:

Total records: 10,000,000•	

Features: 24 (after selection)•	

Attack types: 7 attack categories•	

Experimental Environment
Hardware Configuration:

GPU: NVIDIA A100 (40GB memory)•	

CPU: Intel Xeon Platinum 8380 (56 cores)•	

RAM: 512 GB•	

Storage: 2TB SSD•	

Software Stack:
Python 3.10•	

TensorFlow 2.11•	

Scikit-learn 1.2•	

Pandas 2.0•	

NumPy•	  1.24

Experimental Results
Performance Metrics
Table1. Performance Comparison of Deep Learning Models

Model Sensitivity (%) Specificity (%) Accuracy (%) Time (ms)
RLC-CNN 93.12 91.66 94.32 456.78

CNN+ResNet 96.21 93.10 96.32 456.89
VGG19+CNN 99.12 98.77 99.34 312.89

Enhanced EDLF 99.56 99.34 99.67 298.45
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Per-Class Metrics:

Enhanced EDLF achieves highest accuracy (99.67%) with fastest execution (298.45ms). Sensitivity improves 
+6.44 points; Specificity improves +7.68 points.

Attack Detection Rates
Table2. Attack Detection Rates (%) - BF:Brute-force, HB:Heartbleed, Bot:Botnet, Inf:Infiltration DoS and 
DDoS show highest detection (>99.5%); Infiltration most challenging (96.7%). Hybrid dataset achieves best 
performance.

Dataset BF HB Bot DoS DDoS Web Inf
Small KDD 97.5 95.3 98.1 99.2 98.7 96.4 93.8
Full KDD 96.8 94.1 97.3 98.5 97.9 95.2 92.1
IDS 2018 98.2 96.5 99.1 99.6 99.3 97.8 95.4

Hybrid 98.9 97.2 99.4 99.8 99.5 98.6 96.7

Feature Selection Algorithm Comparison

Table3. Nature-Inspired Algorithm Performance Cuckoo Search optimal with 91.2% efficiency, maintaining 
99.34% accuracy while reducing features 41→24.

Algorithm Efficiency (%) Features Reduction (%) Fitness
GA 87.3 22 46.3 0.873
PSO 89.2 23 43.9 0.892
ACO 84.5 20 51.2 0.845
SA 82.1 19 53.7 0.821
HS 85.7 21 48.8 0.857
FA 88.9 23 43.9 0.889
CS 91.2 24 41.5 0.912
BA 90.1 24 41.5 0.901

BCO 86.4 22 46.3 0.864

Model Training Progress

Table4. VGG19+CNN Training Convergence Smooth convergence with minimal overfitting (validation-training 
gap ≤1.2%).

Epoch Train Loss Val Loss Train Acc (%) Val Acc (%)
10 0.450 0.480 88.2 87.5
20 0.380 0.400 90.1 89.3
30 0.280 0.320 92.3 91.2
40 0.190 0.240 94.5 93.1
50 0.120 0.180 96.1 94.8
60 0.080 0.140 97.2 96.0
70 0.050 0.110 98.0 96.9
80 0.030 0.090 98.5 97.6
90 0.020 0.080 98.9 98.1
100 0.010 0.070 99.1 98.4

Confusion Matrix Analysis

Table5. Confusion Matrix - VGG19+CNN (IDS 2018)

Actual Normal BF HB Bot DoS DDoS Inf
Normal 9893 27 15 8 12 5 2

BF 31 4156 18 12 7 3 1
HB 14 22 3892 8 5 4 2
Bot 9 14 6 5667 28 12 8
DoS 18 8 4 31 6234 15 6

DDoS 6 4 3 10 18 5678 22
Inf 3 2 1 9 7 24 2843
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Table6. Per-Class Performance Metrics

Class Precision (%) Recall (%) F1-Score
Normal 98.8 99.2 0.9900

Brute-force 98.9 98.6 0.9878
Heartbleed 98.2 97.9 0.9800

Botnet 99.1 98.7 0.9889
DoS 99.3 99.2 0.9925

DDoS 99.1 98.8 0.9895
Infiltration 98.5 97.6 0.9805

Macro F1-score: 0.9870 (excellent balance across all classes).

Reinforcement Learning Impact
Table7. Q-Learning Threshold Optimization RL-based thresholding reduces false positives 44.7% by learning 
dataset-specific boundaries.

Metric Fixed (0.50) Adaptive (RL) Improvement
TPR (%) 97.2 98.3 +1.1
FPR (%) 3.8 2.1 -44.7

Sensitivity (%) 98.3 99.2 +0.9
Specificity (%) 96.2 97.9 +1.7

F1-Score 0.9670 0.9804 +1.4
Optimal Threshold 0.500 0.682 N/A

Generative AI Impact

Table8. GAN-Based Data Augmentation Results GAN-generated samples improve minority class recall 5.5% 
without sacrificing majority performance.

Metric Baseline After GAN Improvement
Minority Samples 1.1M 16.1M +1363%

Minority Recall (%) 91.3 96.8 +5.5
Macro F1-Score 0.9632 0.9711 +0.79

Training Time (hours) 6.8 8.2 +20.6
Discriminator Accuracy (%) N/A 98.7 (high quality)

Prompt Engineering Evaluation
Table9. Explainability via Prompt Engineering (50 test cases) 94.2% expert agreement on AI-generated 
explanations enables trustworthy automation.

Metric Score
Expert Agreement (%) 94.2

Explanation Clarity (1-5) 4.7
Technical Accuracy (%) 96.8

SOC Analyst Actionability (%) 93.6
Generation Time (seconds) 0.84

Federated Learning Evaluation

Table10. Federated vs. Centralized Learning (5 distributed sites)Federated learning achieves comparable 
accuracy (0.16% degradation) while preserving privacy.

Metric Centralized Federated Degradation
Test Accuracy (%) 99.34 99.18 -0.16

Training Time (hours) 12.3 8.7 -29.3
Communication (MB) 450 2,100 (params only)

Privacy Level Low High N/A
Data Centralization Required Not required N/A
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Computational Complexity Analysis
Time Complexity:

CNN feature extraction: •	  where  = 
samples,  = kernels

Feature selection (CS): •	
 operations

VGG-19 inference: •	

Ensemble voting: •	
 total

Space Complexity:

VGG-19 weights: 144M parameters ≈ 576 MB•	

CNN weights: 8M parameters ≈ 32 MB•	

ResNet weights: 23M parameters ≈ 92 MB•	

Total model size: ≈ 700 MB•	

Key Findings
Ensemble Deep Learning Superior1.	 : EDLF 
(99.67%) outperforms single models by 3.35% 
over RLC-CNN

Nature-Inspired Feature Selection2.	 : Cuckoo 
Search achieves 91.2% efficiency, 41.5% 
dimensionality reduction

Attack-Specific Detection3.	 : DoS/DDoS 
detection >99.5%; Infiltration 96.7%

RL Adaptive Capability4.	 : Q-learning reduces 
false positives 44.7%

Prompt Engineering5.	 : 94.2% expert agreement 
on AI-generated explanations

Federated Learning6.	 : Only 0.16% accuracy 
degradation while preserving privacy

Comparison with Prior Work

Table11. Comparison with Prior Work Our EDLF achieves state-of-the-art 99.67% accuracy, surpassing prior 
single-model approaches.

Approach Accuracy (%) Year Limitation
Traditional ML 92.1 2015 High false positives

Deep AE 99.3 2016 Single dataset
VGG-16 Transfer 97.2 2018 Limited datasets
EDLF (Our Work) 99.67 2025 Ensemble complexity

Conclusion
This paper presents the Advanced Ensemble Deep 
Learning Framework (AEDLF) achieving state-of-
the-art 99.67% accuracy for anomaly detection in 
heterogeneous networks. Key innovations include 
ensemble architecture, intelligent feature selection 
via Cuckoo Search, reinforcement learning for 
adaptive thresholds, privacy-preserving federated 
learning, and explainability through prompt 
engineering. Experimental validation on three 
datasets demonstrates consistent performance with 
298.45ms inference time. The framework scales 
to modern networks while maintaining real-time 
processing capability.
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APPENDIX A: Mathematical Notation
Symbol Definition

Loss function

Model weights/parameters

Gradient operator

Learning rate

Discount factor (RL)

Error term/randomization

Pheromone concentration (ACO)

Heuristic desirability (ACO)
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