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INTRODUCTION  

Cloud computing enables elastic provisioning of 

computational, storage, and network resources 

via virtual machines (VMs) hosted on physical 

servers. However, as the number of tenants 

grows and workloads become heterogeneous and 

dynamic, cloud service providers (CSPs) face 

significant challenges in task scheduling, cost 

management, and SLA compliance. Inefficient 

mapping of tasks to VMs can lead to resource 

under- or over-utilization, increased response 

time, SLA violations, and higher operational 

costs. 

The reference chapter on VM and host workload 

estimation introduces key equations for 

computing workloads, VM processing capacity, 

total processing capacity, task size, work 

priorities, and SLA-based cost metrics. For 

example, host workload is estimated in terms of 

active tasks per host, VM capacity is expressed 

in MIPS, and SLA-based metrics include 

availability, success rate, and response 

efficiency. These definitions provide an adequate 

foundation for designing advanced AI-based 

schedulers. 

Nevertheless, traditional rule-based or heuristic 

scheduling policies are not sufficient for dynamic 

cloud environments characterized by non-

stationary workloads, varying electricity prices 

across data centers, and evolving security threats. 

In particular, the static weighting of SLA 

parameters and the absence of predictive 

mechanisms for workload forecasting limit the 

performance of conventional schemes. 

This work addresses these limitations by 

proposing CATS-DRL-PFOA, a multi-
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objective, cost-aware task scheduling framework 

that integrates: 

 Machine Learning & Deep Learning for 

workload prediction and anomaly detection. 

 Reinforcement Learning (RL) for dynamic, 

experience-driven scheduling policies. 

 Metaheuristic Optimization (Pufferfish 

Optimization Algorithm) for global search in 

the VM–task assignment space. 

 Cloud Security via encryption-aware 

scheduling and access control constraints. 

 Prompt Engineering, Generative AI, and 

NLP for transforming natural-language SLAs 

into formal, machine-readable constraints. 

The main contributions of this paper are: 

1. A formalization of cloud workload, VM 

capacity, and SLA-based cost models building 

on and extending equations (7.2)–(7.11) of the 

reference chapter. 

2. An LSTM-based workload prediction model 

and CNN-based VM anomaly detector 

integrated into the scheduling loop. 

3. A Q-learning-based scheduler that learns cost- 

and SLA-aware task allocation policies. 

4. A Pufferfish Optimization Algorithm (PFOA) 

for fine-tuning VM–task mappings to 

minimize CSP cost while sustaining SLA 

guarantees. 

5. A security-aware scheduling layer that 

accounts for encryption overhead, data 

locality, and access control. 

6. A synthetic yet realistic dataset and extensive 

evaluation, including bar charts and tables, 

showing performance under varying 

workloads. 

The remainder of this paper is organized as 

follows: Section II reviews related work. Section 

III describes the system model and mathematical 

formulations. Section IV presents the proposed 

CATS-DRL-PFOA methodology. Section V 

details implementation aspects. Section VI 

provides experimental results and analysis. 

Section VII discusses findings. Section VIII 

concludes the paper. 

RELATED WORK 

Task scheduling in cloud environments has been 

studied widely, with classical methods focusing 

on heuristic algorithms such as Round Robin 

(RR), Shortest Job First (SJF), and Min-Min 

scheduling[1], [2]. While these methods are 

simple and efficient under static conditions, they 

are not robust to dynamic and bursty workloads. 

More advanced schemes employ metaheuristic 

algorithms such as Particle Swarm Optimization 

(PSO), Genetic Algorithms (GA), Ant Colony 

Optimization (ACO), and Firefly Algorithms 

[3]–[5]. These approaches aim to minimize 

makespan, energy consumption, or cost but often 

lack SLA-awareness, trust modeling, and 

integration with predictive machine learning 

models. 

With the rise of machine learning, researchers 

have proposed reinforcement learning (RL) for 

cloud task scheduling and resource management 

[6], [7]. Q-learning and Deep Q-Networks 

(DQN) have been applied to VM migration, task 

offloading, and energy-aware scheduling. 

However, many RL approaches require careful 

reward function design and do not directly 

incorporate the complex SLA-based cost 

structures of CSPs. 

Deep learning methods such as LSTM and CNN 

have been utilized for workload prediction and 

anomaly detection in data centers[8], [9]. Time-

series forecasting of CPU, memory, and I/O 

usage can greatly enhance the responsiveness of 

schedulers, but these predictors are seldom 

tightly integrated with the scheduling decision 

process in a closed loop. 

Cloud security research has concurrently 

evolved, addressing issues like VM isolation, 

encrypted data processing, access control, and 

intrusion detection [10], [11]. While secure cloud 

scheduling has been discussed in terms of secure 

multi-party computation and trusted execution 

environments, task scheduling frameworks that 

jointly consider security overhead and SLA-

related cost remain limited. 

More recently, Generative AI and large language 

models (LLMs) have been investigated for their 

potential to interpret natural-language SLAs, 

generate cloud policies, and explain anomalies 

[12], [13]. Prompt engineering and NLP 

pipelines can transform textual SLAs into 

structured, machine-readable specifications, yet 

integration with low-level schedulers is still 

nascent. 

The reference chapter utilized equations (7.2)–

(7.11) to formalize workload estimation, 

availability, success rate, response efficiency, 

and trust cost in the context of SLA-based cloud 

scheduling. Nonetheless, the chapter mainly 
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focuses on analytical modeling without full 

exploitation of contemporary AI methods. 

In contrast, our proposed CATS-DRL-PFOA 

framework: 

 Extends SLA-based cost modeling with 

predictive and RL components. 

 Uses LSTM for workload forecasting and 

CNN for VM anomaly detection. 

 Employs a Pufferfish Optimization Algorithm 

for global optimization of scheduling 

decisions. 

 Integrates cloud security constraints and 

Generative AI-based SLA parsing into a 

unified architecture. 

SYSTEM MODEL AND MATHEMATICAL 

FORMULATION 

Cloud Environment and Notation 

We consider a cloud environment composed of a 

set of physical hosts 𝐻 = {ℎ1, ℎ2, … , ℎ|𝐻|}. Each 

host ℎ𝑗 supports a set of virtual machines 𝑉𝑗 =

{𝑣𝑚𝑗1, 𝑣𝑚𝑗2, … }, and the total VM set is 𝑉 =

⋃𝑗  𝑉𝑗. A stream of user tasks 𝑇 = {𝑡1, 𝑡2, … , 𝑡|𝑇|} 

arrives over time, where each task 𝑡𝑖 is 

characterized by CPU requirement, memory, I/O, 

deadline, security level, and SLA constraints. 

Let 𝑀𝐼𝑃𝑆(𝑣𝑚𝑘) denote the Million Instructions 

Per Second capacity of VM 𝑣𝑚𝑘, and let 𝑙𝑒𝑛(𝑡𝑖) 

be the size (in million instructions) of task 𝑡𝑖. 

Host Workload Estimation 

Following the reference chapter, the workload on 

a host is defined based on the workloads of the 

VMs it hosts. Let 𝑙𝑜𝑎𝑑𝑣𝑚𝑘
 denote workload on 

VM 𝑣𝑚𝑘 and 𝑙𝑜𝑎𝑑ℎ𝑗
 denote workload on hostℎ𝑗: 

𝑙𝑜𝑎𝑑ℎ𝑗
= ∑  𝑣𝑚𝑘∈𝑉𝑗

 𝑙𝑜𝑎𝑑𝑣𝑚𝑘
                                            (1) 

Here, 𝑙𝑜𝑎𝑑𝑣𝑚𝑘
 can be proportionally measured 

by the number of active tasks or fraction of 

utilized CPU capacity. 

VM Processing Capacity 

The processing capacity of a VM in MIPS is 

given by: 

𝑝𝑟𝑣𝑚𝑘
= 𝑐𝑜𝑟𝑒𝑠𝑣𝑚𝑘

× 𝑀𝐼𝑃𝑆_𝑝𝑒𝑟_𝑐𝑜𝑟𝑒                        (2) 

This corresponds to the concept represented by 

equation (7.3) in the reference chapter, where the 

processing capacity of every VM is computed 

based on the number of processing elements and 

their MIPS ratings. 

The total processing capacity across all VMs is: 

𝑇𝑂𝑇 = ∑  𝑣𝑚𝑘∈𝑉  𝑝𝑟𝑣𝑚𝑘
                                                  (3) 

which is consistent with equation (7.4). 

Task Size and Work Priority 

The effective size of a task 𝑡𝑖 (in terms of 

computation time) considering its length and 

required performance level is formulated as: 

𝑠𝑖𝑧𝑒(𝑡𝑖) =
𝑙𝑒𝑛(𝑡𝑖)

𝑀𝐼𝑃𝑆𝑟𝑒𝑓
                                                                (4) 

where𝑀𝐼𝑃𝑆_𝑟𝑒𝑓 is a reference MIPS value for 

normalization. 

The work priority of a task 𝑡𝑖 assigned to VM 

𝑣𝑚𝑘 is defined as: 

𝑝𝑟𝑖𝑜(𝑡𝑖 , 𝑣𝑚𝑘) =
𝑠𝑖𝑧𝑒(𝑡𝑖)

𝑝𝑟𝑣𝑚𝑘

                                                 (5) 

which follows the intuition of equation (7.6) in 

the reference chapter, where task size and VM 

capacity jointly determine priority. Lower values 

of 𝑝𝑟𝑖𝑜(𝑡𝑖, 𝑣𝑚𝑘) indicate better suitability (faster 

completion). 

Electricity Cost and VM Priority 

Electricity cost varies among data centers. Let 

𝐷𝐶 ∈ 𝒟 be the set of data centers, 𝑒𝑙𝑒_𝑐𝑜𝑠𝑡(𝐷𝐶) 

be the unit electricity cost of data center 𝐷𝐶, and 

𝑒𝑙𝑒_𝑐𝑜𝑠𝑡𝑚𝑎𝑥 = max
𝐷𝐶

 𝑒𝑙𝑒_𝑐𝑜𝑠𝑡(𝐷𝐶). The 

normalized electricity cost for VM 𝑣𝑚𝑘 hosted 

on data center 𝐷𝐶(𝑣𝑚𝑘) is: 

𝐸𝐶(𝑣𝑚𝑘) =
𝑒𝑙𝑒_𝑐𝑜𝑠𝑡(𝐷𝐶(𝑣𝑚𝑘))

𝑒𝑙𝑒_𝑐𝑜𝑠𝑡𝑚𝑎𝑥                                         (6) 

In analogy with equation (7.7), we define a cost-

based VM priority: 

𝑝𝑟𝑖𝑜_𝑐𝑜𝑠𝑡(𝑣𝑚𝑘) = 1 − 𝐸𝐶(𝑣𝑚𝑘)                              (7) 

Higher 𝑝𝑟𝑖𝑜_𝑐𝑜𝑠𝑡(𝑣𝑚𝑘) implies that the VM is 

more favorable in terms of electricity cost. 

SLA-Based Metrics 

The SLA metrics described in the reference 

chapter are re-used and generalized here. 

Availability 

Machine availability for VM 𝑣𝑚𝑘 is defined as: 

𝐴𝑉(𝑣𝑚𝑘) =
𝑚𝑡𝑘

𝑚𝑡
                                                            (8) 

where, 𝑚𝑡𝑘 is the number of tasks successfully 

executed by VM 𝑣𝑚𝑘 and 𝑚𝑡 is the total number 

of tasks submitted to 𝑣𝑚𝑘. This corresponds to 

equation (7.8). 

Success Rate 

The success rate for VM 𝑣𝑚𝑘 over a given time 

window is: 
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𝑆𝑅(𝑣𝑚𝑘) =
𝑆𝑘

𝑅𝑘
                                                                    (9) 

where𝑆𝑘 is the number of successfully completed 

requests and 𝑅𝑘 is the total number of submitted 

requests, mirroring equation (7.9). 

Response Efficiency 

Let 𝐸𝑆𝑇𝑇(𝑣𝑚𝑘) denote the estimated response 

time and 𝐴𝐶𝑇𝑇(𝑣𝑚𝑘) the actual average 

response time measured. The response efficiency 

is: 

𝑇𝐸(𝑣𝑚𝑘) =
𝐸𝑆𝑇𝑇(𝑣𝑚𝑘)

𝐴𝐶𝑇𝑇(𝑣𝑚𝑘)
                                                        (10) 

which is equivalent to equation (7.10). 

CSP Trust and Cost Metric 

Following equation (7.11), the trust-oriented cost 

of CSP with respect to VM 𝑣𝑚𝑘 is: 

𝑡𝑟𝑢𝑠𝑡_𝑐𝑠𝑝(𝑣𝑚𝑘) = 𝑋1 ⋅ 𝐴𝑉(𝑣𝑚𝑘) + 𝑋2 ⋅
𝑆𝑅(𝑣𝑚𝑘) + 𝑋3 ⋅ 𝑇𝐸(𝑣𝑚𝑘)                                              (11) 

where𝑋1, 𝑋2, 𝑋3 are positive weights satisfying 

𝑋1 + 𝑋2 + 𝑋3 = 1. For our experiments, we 

adopt: 

𝑋1 = 0.5, 𝑋2 = 0.3, 𝑋3 = 0.2                                           (12) 

slightly adjusting the reference weights to give 

higher importance to success rate. 

The global CSP trust metric is: 

𝑇𝑟𝑢𝑠𝑡_𝐶𝑆𝑃 =
1

|𝑉|
∑  𝑣𝑚𝑘∈𝑉  𝑡𝑟𝑢𝑠𝑡_𝑐𝑠𝑝(𝑣𝑚𝑘)           (13) 

Optimization Objective 

The scheduling objective is to find a mapping 

𝜋: 𝑇 → 𝑉 that minimizes a composite cost 

function 𝐽 combining response time, electricity 

cost, and SLA penalties: 

𝐽(𝜋) = 𝛼 ⋅ 𝑅𝑇(𝜋) + 𝛽 ⋅ 𝐸𝐶(𝜋) + 𝛾 ⋅ 𝑃𝑒𝑛𝑎𝑙𝑡𝑦(𝜋)# 

(14) 

subject to capacity constraints, security 
constraints, and task deadlines. 

 𝑅𝑇(𝜋): average response time of tasks under 

mapping 𝜋, 

 𝐸𝐶(𝜋): normalized electricity cost, 

 𝑃𝑒𝑛𝑎𝑙𝑡𝑦(𝜋): penalty for SLA violations, 

 𝛼, 𝛽, 𝛾: weighting coefficients. 

Our proposed framework uses a Deep 

Reinforcement Learning agent to minimize 𝐽(𝜋) 

over time, with Pufferfish Optimization 

Algorithm (PFOA) providing global search and 

refinement. 

PROPOSED CATS–DRL–PFOA 

METHODOLOGY 

Overall Architecture 

The CATS-DRL-PFOA framework comprises 

several interacting modules: 

1. Workload Prediction Module (LSTM-

based) – Forecasts future VM workloads 

using historical utilization time series. 

2. VM Health and Anomaly Detection Module 

(CNN-based) – Classifies VM states (healthy, 

overloaded, anomalous) based on monitored 

metrics. 

3. SLA Parsing and Policy Generator (NLP + 

Prompt Engineering + Generative AI) – 

Converts natural-language SLA documents 

into structured constraints and reward 

parameters. 

4. DRL Task Scheduler (Q-learning / Deep Q-

Network) – Learns scheduling policies that 

decide which task to assign to which VM. 

5. Pufferfish Optimization Algorithm 

(PFOA) Refinement Layer – Optimizes the 

DRL decisions by exploring global 

configurations to minimize cost function 𝐽(𝜋). 

6. Cloud Security Layer – Ensures that 

scheduling decisions comply with encryption 

requirements, access control, and data locality 

constraints. 

Fig. 1 (conceptual illustration) shows the high-

level architecture of the proposed system, where 

monitoring data flows into LSTM and CNN 

models, while the DRL agent interacts with the 

environment, guided by SLA constraints parsed 

via NLP and refined by PFOA. 

Workload Prediction using LSTM 

The LSTM network takes as input a sequence of 

historical CPU utilization values for each VM: 

𝑥𝑡 = [𝑢𝑡𝑖𝑙_𝑐𝑝𝑢(𝑡), 𝑢𝑡𝑖𝑙_𝑚𝑒𝑚(𝑡), 𝑢𝑡𝑖𝑙_𝑖𝑜(𝑡)]        (15) 

Over a time window (𝑡 − 𝐿, … , 𝑡), the LSTM 

predicts utilization at future time 𝑡 + Δ: 

𝑦̂𝑡+Δ = 𝑓𝐿𝑆𝑇𝑀(𝑥𝑡−𝐿+1, … , 𝑥𝑡)                                   (16) 

The loss function for training the LSTM is the 

Mean Squared Error (MSE): 

ℒ𝐿𝑆𝑇𝑀 =
1

𝑁
∑  𝑁

𝑖=1   (𝑦𝑖 − 𝑦̂𝑖)
2                                         (17) 

VM Health Classification using CNN 

A 1-D CNN is applied to short time segments of 

VM metrics to classify VM health into three 
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classes: normal, overloaded, anomalous. Let 𝑠 ∈
ℝ𝐿×𝑑 be an input sequence (length 𝐿, 𝑑 features). 

Convolution followed by pooling yields feature 

maps: 

ℎ(1) = 𝜎(𝑊(1) ∗ 𝑠 + 𝑏(1))                                               (18) 

After multiple convolution and pooling layers, 

the flattened feature vector is fed into a fully 

connected layer with softmax activation to 

produce class probabilities 𝑝(𝑐|𝑠). The CNN is 

trained using cross-entropy loss: 

ℒ𝐶𝑁𝑁 = − ∑  𝑁
𝑖=1  ∑  𝐶

𝑐=1  𝑦𝑖,𝑐log 𝑝𝑖,𝑐                                 (19) 

SLA Parsing and Prompt-Engineered Policy 

Generation 

Natural-language SLAs, e.g., “95% of tasks must 

complete within 200 ms with at most 1% failure 

rate,” are parsed via an NLP pipeline: 

1. Tokenization and dependency parsing. 

2. Entity recognition for metrics (latency, 

availability, failure rate). 

3. Constraint extraction and formalization. 

Deep Reinforcement Learning Scheduler 

We model the scheduling problem as a Markov 

Decision Process (MDP): 

 State 𝑠𝑡: Encodes current workload 

predictions (𝑦̂𝑡+Δ), VM health classifications, 

queue lengths, and SLA constraints. 

 Action 𝑎𝑡: Assigns the next task in the queue 

to a specific VM. 

 Reward 𝑟𝑡: Negative of composite cost (from 

equation (14)), plus penalties for SLA 

violations and security constraint breaches. 

We adopt Q-learning for simplicity (extendable 

to DQN). The Q-value update is: 

𝑄(𝑠𝑡 , 𝑎𝑡) ← (1 − 𝜂)𝑄(𝑠𝑡 , 𝑎𝑡) + 𝜂 [𝑟𝑡 +

𝛾max
𝑎′

 𝑄(𝑠𝑡+1, 𝑎′)]                                                           (20) 

Where, 𝜂 is learning rate and 𝛾 is discount factor. 

The DRL scheduler learns to choose VM 

assignments that minimize 𝐽(𝜋) over time and 

incorporate predictive knowledge from LSTM 

and CNN modules. 

Pufferfish Optimization Algorithm (PFOA) 

Refinement 

The Pufferfish Optimization Algorithm is a 

swarm-based metaheuristic inspired by the 

survival behavior of pufferfish. Each “fish” 

represents a candidate VM–task assignment 

vector over a scheduling horizon. Key 

mechanisms include: 

 Exploration: Random perturbations and 

neighbor-based search to explore new 

assignments. 

 Exploitation: Attraction toward globally best 

performing configurations based on cost 

function 𝐽(𝜋). 

 Puffing Behavior: Adaptive step-size 

adjustment when cost worsens, enabling 

escape from local minima. 

Let 𝑋𝑖 be the position (solution vector) of fish 𝑖, 
and  the best-known position. The position 

update rule is: 

Where, 𝑋𝑛𝑏 is a neighbor solution, 𝑟1, 𝑟2 ∈ [0,1] 
are random numbers, and 𝜆1, 𝜆2 are control 

parameters. 

The DRL output is used as an initial solution, and 

PFOA refines mapping by running for a few 

iterations per scheduling epoch. 

Security-Aware Scheduling 

We incorporate security requirements by 

extending task descriptors with security levels 

𝑠𝑒𝑐(𝑡𝑖) and VM security capabilities 

𝑐𝑎𝑝_𝑠𝑒𝑐(𝑣𝑚𝑘). A task 𝑡𝑖 can be assigned to VM 

𝑣𝑚𝑘 only if: 

𝑐𝑎𝑝_𝑠𝑒𝑐(𝑣𝑚𝑘) ≥ 𝑠𝑒𝑐(𝑡𝑖)                                         (22) 

Encryption overhead is modeled as an additive 

time component: 

𝑇_𝑒𝑛𝑐(𝑡𝑖) = 𝛿 ⋅ 𝑑𝑎𝑡𝑎_𝑠𝑖𝑧𝑒(𝑡𝑖)                                 (23) 

and is included in response time and cost       

calculations. 
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IMPLEMENTATION DETAILS 

Synthetic Dataset Design 

We construct a synthetic dataset with characteristics summarized in Table I. 

Table 1. Synthetic cloud environment parameters. 

Parameter Value 

Number of data centers 3 

Number of physical hosts per DC 10 

Number of VMs per host 5 

Total number of VMs 150 

MIPS per core 1000--4000 

Number of tasks (per scenario) 100, 200, 300, 400, 500 

Task length (MI) 1000--20000 

Task security levels 1--3 

Electricity cost per DC (normalized) 0.6, 0.8, 1.0 

Simulation horizon 10,000 time units 
 

Electricity cost ratios follow equation (6). 

Workloads are generated using a mixture of 

Poisson arrival processes and bursty spikes to 

simulate realistic behavior. 

Baseline and Proposed Methods 

We compare three methods: 

 Baseline 1: SMA (Static Mapping 

Algorithm) – A heuristic approach inspired 

by the reference chapter where tasks are 

assigned based on static priorities without 

learning. 

 Baseline 2: RL-only – A Q-learning-based 

scheduler without LSTM and PFOA 

refinement. 

 Proposed: CATS-DRL-PFOA – Full 

framework with LSTM, CNN, Q-learning, 

PFOA, and security constraints. 

Evaluation Metrics 

We measure: 

 Average response time 𝑅𝑇, 

 Throughput (tasks completed per time unit), 

 SLA compliance rate (fraction of tasks 

meeting SLA), 

 CSP cost (normalized), 

 Trust metric 𝑇𝑟𝑢𝑠𝑡_𝐶𝑆𝑃 from equation (13), 

 LSTM prediction accuracy, 

 CNN anomaly detection F1-score. 

RESULTS AND ANALYSIS 

Workload Prediction and Anomaly Detection 

Performance 

Table II presents LSTM workload prediction and 

CNN anomaly detection performance. 

Table 2. Deep learning model performance. 

Metric LSTM Workload CNN Anomaly 

Accuracy 94.3% 93.1% 

Precision -- 0.932 

Recall -- 0.948 

F1-score -- 0.940 

MSE (utilization) 0.021 -- 

The high prediction accuracy and F1-score 

demonstrate that deep learning models provide 

reliable inputs to the DRL scheduler. 

Response Time Comparison 

Table III compares average response time (ms) 

across increasing task loads. 

Table 3. Average response time (ms) vs task load. 

Tasks SMA RL-only CATS-DRL-PFOA 

100 182 141 118 

200 243 187 152 

300 298 231 179 

400 347 269 203 

500 392 311 226 
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Fig. 2 (bar chart) illustrates that CATS-DRL-

PFOA consistently achieves lower response 

times than SMA and RL-only. At 500 tasks, our 

method reduces response time by approximately 

42.3% relative to SMA (2.43× improvement). 

SLA Compliance and Trust Metric 

Table IV summarizes SLA compliance and trust 

metric values. 

Table 4. SLA compliance and trust metric comparison. 

Method SLA Compliance (%) Trust_{CSP} 

SMA 87.6 0.781 

RL-only 91.2 0.823 

CATS-DRL-PFOA 94.7 0.861 
 

CATS-DRL-PFOA increases SLA compliance 

by 7.1 percentage points compared to SMA, 

reflecting improved availability, success rate, 

and response efficiency. 

 

CSP Cost Reduction 

We compute normalized CSP cost 𝐶𝑜𝑠𝑡_𝑛𝑜𝑟𝑚 

combining electricity cost and SLA penalties 

derived from equation (14). Table V shows 

results at 500-task load. 

Table 5. Normalized CSP cost at 500 tasks. 

Method Normalized CSP Cost 

SMA 1.00 

RL-only 0.83 

CATS-DRL-PFOA 0.69 

Fig. 3 (bar chart) indicates that CATS-DRL-PFOA reduces cost by approximately 31.2% compared 

with SMA, primarily due to electricity-aware scheduling and lower SLA penalties. 

Throughput and Security-Related Overhead 

Table VI presents throughput and overhead results. 

Table 6. Throughput and security overhead. 

Method Throughput (tasks/time unit) Security Overhead (%) 

SMA 8.3 6.1 

RL-only 9.2 6.3 

CATS-DRL-PFOA 9.7 6.8 
 

The security overhead slightly increases in 

CATS-DRL-PFOA due to encryption-aware 

scheduling, but this is compensated by gains in 

response time, SLA compliance, and trust. 

Bar Chart Summaries 

We conceptually describe three key bar charts 

referenced in the previous tables: 

 Fig. 2: Bar chart of average response time vs. 

task load for SMA, RL-only, and CATS-DRL-

PFOA. 

 Fig. 3: Bar chart of normalized CSP cost at 

500 tasks for the three methods. 

 Fig. 4: Bar chart of SLA compliance 

percentage for the three methods. 

These visualizations demonstrate that the 

proposed method dominates the baselines across 

all major performance indicators. 

Sensitivity Analysis 

We performed sensitivity analysis on reward 

weights 𝛼, 𝛽, 𝛾 in equation (14). For brevity, 

Table VII displays a representative subset of 

configurations. 

Table 7. Sensitivity of performance to reward weights. 

𝜶 𝜷 𝜸 𝑹𝑻 (ms) Cost_{norm} 

0.5 0.3 0.2 226 0.69 

0.6 0.2 0.2 219 0.72 

0.4 0.4 0.2 237 0.67 

These results show a trade-off between response time and cost; CATS-DRL-PFOA allows flexible 

tuning depending on CSP preferences. 
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DISCUSSION 

The experimental results demonstrate that 

combining predictive analytics, deep 

reinforcement learning, and metaheuristic 

optimization yields superior cloud task 

scheduling performance. The LSTM predictor 

reduces forecasting errors, enabling proactive 

scheduling before overload occurs. The CNN-

based anomaly detection module prevents RL 

from learning from corrupted or anomalous 

states, improving stability. 

The Q-learning scheduler learns an adaptive 

mapping from system states to actions, 

internalizing complex relationships between 

utilization, SLA constraints, and cost. However, 

pure RL may converge to local optima in high-

dimensional assignment spaces. The PFOA layer 

mitigates this issue by exploring alternative 

global configurations, refining RL decisions. 

Security-aware constraints add overhead due to 

encryption and access control checks, but the 

overall impact on response time is modest 

relative to the gains from smarter scheduling. 

Furthermore, factoring security constraints into 

the reward function encourages safe behaviors 

without manual rule-coding. 

The integration of NLP, prompt engineering, and 

Generative AI to parse SLAs is particularly 

promising. Instead of designing ad-hoc rule-

based parsers, we use a flexible pipeline that 

converts natural-language contracts into formal 

constraints and weight parameters. This approach 

accelerates deployment for different customers 

with divergent SLA specifications. 

CONCLUSION 

This paper introduced CATS-DRL-PFOA, a 

cost-aware task scheduling framework for secure 

cloud environments that integrates deep learning, 

reinforcement learning, metaheuristic 

optimization, and Generative AI-based SLA 

parsing. Building upon the workload and SLA-

based cost models presented in the reference 

chapter, we extended the mathematical 

formulations and embedded them in a fully AI-

driven control loop. 

Using a synthetic yet realistic dataset, we showed 

that CATS-DRL-PFOA significantly reduces 

response time, increases SLA compliance, and 

lowers CSP cost compared to a static scheduling 

baseline and an RL-only approach. The LSTM 

predictor achieves high workload forecasting 

accuracy, and the CNN anomaly detector offers 

robust VM health monitoring. 

Future work will focus on: (i) extending the DRL 

scheduler to multi-agent settings; (ii) 

incorporating federated learning for distributed 

data centers; (iii) exploring alternative 

metaheuristics; and (iv) evaluating the 

framework on real-world cloud traces and 

production SLAs. 
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