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ABSTRACT

Multimodal biometric authentication systems represent a critical advancement in secure identity verification
for critical infrastructure and sensitive applications. This research presents a novel deep learning architecture
combining Histogram of Oriented Gradients (HOG) features with deep learning models (VGG16 for
fingerprints, FaceNet for faces) integrated with Principal Component Analysis (PCA) dimensionality
reduction and Fully Connected Neural Network (FCNN) classification. Our experimental results demonstrate
98.3% accuracy for fingerprint recognition and 97.6% accuracy for face recognition when using the proposed
FCNN classifier. The feature-level fusion approach addresses the computational challenges inherent in high-
dimensional biometric data while maintaining superior classification performance compared to traditional
machine learning methods including Support Vector Machines (SVM), Random Forests, and Convolutional
Neural Networks (CNNs). Comparative analysis reveals that our FCNN-based approach outperforms
gradient boosting (96.8% fingerprint, 95.3% face) and conventional CNN methods (96.2% fingerprint, 95.4%
face). The system incorporates advanced regularization techniques including dropout (rate: 0.5) and L2
regularization to prevent overfitting. Through 25 epochs of training, the system achieves convergence with
training accuracy reaching 98.3% and validation accuracy stabilizing at 98.1%, demonstrating robust
generalization capabilities. Our contributions include: (1) a novel feature fusion architecture combining
handcrafted and learned representations, (2) comprehensive PCA analysis preserving 95.6% variance with
only 110 components, and (3) systematic evaluation of multiple classification paradigms demonstrating FCNN
superiority. This work advances the state-of-the-art in multimodal biometric authentication, offering practical
implications for cloud-based access control systems and high-security applications.

Keywords: Biometric authentication, deep learning, feature fusion, dimensionality reduction, neural

networks, fingerprint recognition, face recognition, PCA, FCNN

INTRODUCTION

Biometric authentication systems have emerged
as the cornerstone of modern identity verification
infrastructure, replacing traditional password-
based mechanisms with more secure and user-
friendly alternatives [1]. The global biometric
authentication market is projected to reach $87.5
billion by 2030, with compound annual growth
rate of 16.2% [2]. Multimodal biometric systems,
which combine multiple biometric modalities
(fingerprints, faces, iris patterns), offer superior
security compared to single-modality systems by
reducing false acceptance rates (FAR) and false
rejection rates (FRR).

The fundamental challenge in biometric
authentication lies in achieving high accuracy
while maintaining computational efficiency and
robustness against spoofing attacks [3].
Traditional approaches using Histogram of
Oriented Gradients (HOG) excel at capturing
local texture and gradient information but lack
the semantic understanding provided by deep
learning models [4]. Conversely, deep learning

models such as VGG16 and FaceNet provide rich
semantic representations but operate as black-
box systems with limited interpretability.

Our research addresses this fundamental gap
through feature-level fusion, combining HOG's
interpretable gradient-based features with the
semantic richness of deep learning embeddings.
The proposed architecture specifically targets:

Feature Representation
Interpretability &  Semantic
Computational Efficiency

Challenge=
Depth @

where@ represents the integration requirement
rather than traditional addition.

This paper presents a comprehensive evaluation
of feature-level fusion for multimodal biometric
authentication, systematically comparing six
classification algorithms (FCNN, SVM, Random
Forest, CNN, KNN, Gradient Boosting) across
fingerprint and face recognition modalities. The
integration of Principal Component Analysis
(PCA) for dimensionality reduction reduces
computational overhead by preserving 95.6% of
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variance with only 110 principal components,
compared to potentially thousands in unfused
features.

BIOMETRIC SYSTEMS

Histogram of Oriented Gradients (HOG) has
been a foundational technique in computer vision
since Dalal and Triggs' seminal work [5]. HOG
extracts local gradient orientation distributions
through  spatial ~ binning,  with  typical
implementations using 8x8 pixel cells and 9
orientation bins [6]. For fingerprint recognition,
HOG effectively captures ridge patterns and
minutiae  information  [7]. Mathematical
formulation of HOG is:

HOGgradient = ’(Gx)z + (Gy)z

G
p—
arctan G

X

whereG, and G,, are gradients in horizontal and
vertical directions.

VGG16, introduced by Simonyan and Zisserman
[8], provides pre-trained convolutional feature
extraction through 16 weight layers. For
fingerprint  recognition, using VGG16's
block5_pool layer (output: 512 channels, 7x7
spatial dimensions = 25,088 features) captures
hierarchical texture patterns. The mathematical
representation is:

VGG 16,y = ReLU(Conv® — MaxPool)

FaceNet, developed by Schroff et al. [9], maps
face images to 128-dimensional Euclidean space
where distances directly correlate with facial
similarity. The embedding quality allows direct
Euclidean distance-based verification:

d(xi, %) = |If (e = F)ll2

where f'(x) produces 128-dimensional FaceNet
embeddings and d represents Euclidean distance.

Score-level fusion combines confidence scores
from multiple classifiers [10], while feature-level
fusion concatenates features before
classification, generally achieving superior
performance [11]. Principal Component Analysis
(PCA) remains the gold standard for linear
dimensionality reduction [12]. Given data matrix

X € R™P, PCA computes eigendecomposition
of covariance matrix:
1
T=—XTX
n

Retaining k principal components with
maximum variance preserves information while
reducing dimensionality from pto k.

Support Vector Machines (SVM) optimize the
margin between classes through kernel functions
[13]. Random Forests employ ensemble methods
through decision tree aggregation [14]. Fully
Connected Neural Networks (FCNN) model non-
linear relationships through stacked dense layers
with non-linear activation functions [15].

PROPOSED METHODOLOGY

Our multimodal biometric authentication system
comprises four sequential processing stages:

Stage 1: Image Acquisition and Preprocessing

e Fingerprint images: Converted to grayscale,
resized to 224x224 pixels

e Face images: Retained in RGB format,
resized to 224x224 pixels

e All images normalized to [0, 1] range using
min-max scaling:
X - Xmin

Xnormalized =
Xmax - Xmin

Stage 2: Parallel Feature Extraction
For fingerprints:
frog € RY76* (HOG features)

fvcaie
€ R?>%88 (VGG16 features from blockS pool)

For faces:
frog € R176* (HOG features)
fracenet € R128 (FaceNetembeddings)
Stage 3: Feature Concatenation and PCA
frusea = concatenate(fiog, faeeplearning)
For fingerprints: f;,..q € R?6852
For faces: fp,.q € R18%2

PCA reduces dimensionality while preserving
95% variance:

fpca = frused X Waca
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whereWpc, € R4¥¥ contains top-k eigenvectors.

Stage 4: Classification
FCNN architecture:

Input layer: matches reduced feature

dimension

Hidden layers: 512 — 256 — 128 units with
ReLU activation

Output layer: softmax for multi-class or
sigmoid for binary classification

Regularization: Dropout (rate: L2

penalty (A= 0.001)

0.5),

For multi-class classification:

1 N K
=2 yylogGi) +4 ). w?

where y;; is one-hot encoded label, y;; is
predicted probability, and A is L2 regularization
weight.

Adam optimizer with learning rate « = 0.001,
By = 0.9, B, = 0.999:

mey = pime_1 + (1 — B1)9:

v = Baveg + (1 — Br)gf
m

91: = et_l_a

t
vt €

EXPERIMENTAL RESULTS

Datasets sourced from NIST Special Database 4
(fingerprints) and CASIA-WebFace (faces):

e Total fingerprint images: 2,480 (80%
training: 1,984; 20% testing: 496)

e Total face images: 3,260 (80% training:

L= 2,608; 20% testing: 652)
i=1 j=1 w . . .
o Classes (identities): 80 subjects
FCNN Training Progress Over 25 Epochs: Accuracy, Loss, and Computation Time
Epoch Training Acc. Validation Acc. Loss Val Loss Time (s)
1 72.0% 72.0% 0.847 0.851 12.3
5 87.5% 87.5% 0.198 0.205 58.4
10 93.0% 93.0% 0.086 0.094 118.2
15 96.0% 84.5% 0.042 0.315 182.5
20 97.8% 97.8% 0.018 0.019 245.1
25 98.3% 98.1% 0.012 0.014 309.8
The training dynamics reveal three distinct e Validation accuracy: 82.7% — 85.0%
phases: (plateau)
Phase 1 (Epochs 1-10): Rapid Learning e Loss gap widens, indicating model

Training accuracy: 72% — 93%
Validation accuracy: 72% — 93%
Loss decrease: 0.847 — 0.086

Both metrics progress in lockstep, indicating
effective learning without overfitting

Phase 2 (Epochs 11-16): Divergence Phase

Training accuracy: 93.8% — 96.3%

memorization

Phase 3 (Epochs 17-25):
Convergence

Recovery and

e Training accuracy: 96.8% — 98.3%

Validation accuracy: 96.5% — 98.1%

(recovery)
Near-zero gap indicates healthy convergence

Classification Model Performance Comparison on Biometric Recognition Tasks

Model Fingerprint Accuracy Face Accuracy F1-Score
FCNN 98.3% 97.6% 0.978
Gradient Boosting 96.8% 95.3% 0.960
CNN 96.2% 95.4% 0.957
SVM (RBF kernel) 95.2% 93.4% 0.940
Random Forest 94.3% 91.6% 0.928
KNN (k=5) 93.1% 91.2% 0.916
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FCNN demonstrates superior performance across
both modalities, achieving 1.5% improvement
over Gradient Boosting (fingerprints) and 2.3%
improvement over Gradient Boosting (faces).
The improvement stems from FCNN's capability
to model complex non-linear relationships in the
reduced feature space.

Performance gain of FCNN over SVM:
Agceuracy = 98.3% — 95.2%
= 3.1% (fingerprints)
Aaccuracy =97.6% — 93.4% = 4.2% (faces)

Feature Extraction Time and Dimensionality Across Different Methods

Feature Method Extraction Time (ms) Feature Dimension
HOG 45.3 1,764
VGG16 125.6 25,088
FaceNet 89.4 128
HOG + VGG16 (Fused) 165.2 26,852
HOG + FaceNet (Fused) 135.8 1,892
Fused + PCA (110 components) 78.5 110

PCA-based dimensionality reduction reduces
extraction time by 52.5% compared to unfused
HOG+VGG16:

165.2 ms

Speedup = 28 = 2.105 %

5ms

While reducing feature dimension from 26,852 to
110 (99.6% reduction), variance retention
remains high at 95.6%.

For fingerprint recognition, PCA component
analysis shows:

Variance retained by 110 components = 95.6%

Diminishing returns beyond 110 components

For 150 components: 97.4% variance (only 1.8%
additional variance for 36.4% more components)

Optimal component selection equation:

k* = arg mkin{DPCA(k) X Tcomputation(k)}
where Dpca(k) is information loss and
Teomputation (k) 1S cOmputation time.

We selected k=110 as optimal, providing:
e 95.6% variance retention

e 78.5ms extraction time (2.1x speedup vs.
unfused features)

e Minimal accuracy degradation (98.3% vs.
potential 98.5% with full features)

For FCNN fingerprint classification among 80
identities:

e True Positive Rate (TPR): 98.3%

e True Negative Rate (TNR): 99.1%
o False Positive Rate (FPR): 0.9%
o False Negative Rate (FNR): 1.7%

Misclassifications primarily occurred between:

1. Similar fingerprint ridge patterns (2.1% of
errors)

2. Poor quality
(1.8% of errors)

CONCLUSIONS

images post-preprocessing

This research demonstrates that feature-level
fusion of handcrafted and learned features,
combined with PCA dimensionality reduction
and FCNN classification, achieves state-of-the-
art performance in multimodal biometric
authentication. Key contributions include:

1. Novel Architecture: Integration of HOG +
deep learning models + PCA + FCNN
achieves 98.3% fingerprint and 97.6% face
recognition accuracy

2. Comprehensive Comparison: Systematic
evaluation of six classification algorithms
reveals FCNN superiority for fused features
(3.1% improvement over SVM)

3. Computational Efficiency: PCA
dimensionality reduction achieves 2.1x
speedup while retaining 95.6% information
variance

Generalization Robustness: Training and
validation accuracy convergence at 98.1%
indicates minimal overfitting despite model
complexity
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Future work should explore:

Integration with iris biometrics for tri-modal
systems

Deep metric learning approaches for
template matching

Adversarial robustness evaluation
Deployment in cloud computing

environments with security protocols
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